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SBOM/Software Component Transparency

M Software Bill of Materials
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“If you don’t know what you have, you can’t protect anything”
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W AE5914 A% (Coordinated Vulnerability Disclosure, CVD)
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Simple timeline (2018)
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Simple timeline (2021)
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B Software Bill of Materials | CISA
https://www.cisa.gov/sbom

B SOFTWARE BILL OF MATERIALS | National Telecommunications and Information Administration
https://www.ntia.gov/SBOM

B The Minimum Elements For a Software Bill of Materials (SBOM)
https://www.ntia.doc.qgov/files/ntia/publications/sbom minimum elements report.pdf

B Roles and Benefits for SBOM Across the Supply Chain
https://www.ntia.qov/files/ntia/publications/ntia sbom use cases roles benefits-nov2019.pdf

B SBOM ata Glance (HASE)
https://www.ntia.gov/files/ntia/publications/sbom at a glance ja.pdf

B Vulnerability Exploitability eXchange (VEX) — Use Cases
https://www.cisa.gov/sites/default/files/publications/VEX Use Cases Aprill2022.pdf

B Vulnerability Exploitability eXchange (VEX) — Status Justifications
https://www.cisa.qov/sites/default/files/publications/VEX Status Justification Jun22.pdf
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https://www.cisa.gov/sbom
https://www.ntia.gov/SBOM
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.ntia.gov/files/ntia/publications/ntia_sbom_use_cases_roles_benefits-nov2019.pdf
https://www.ntia.gov/files/ntia/publications/sbom_at_a_glance_ja.pdf
https://www.cisa.gov/sites/default/files/publications/VEX_Use_Cases_Aprill2022.pdf
https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf

Contact

JPCERT/CC BRIZ#IIN—T (KesstshA%E)
— Email : vuls@jpcert.or.jp

Rk 85
— Email : tomotaka.itou@jpcert.or.jp
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