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IReport on action for the prevention of malware infection August 2016

Action for the prevention of malware infection

HThe number of malware
embedded websites (URLSs)

malware-
. B3 Encouraging the elimination of malware from websites embedded
given to ISPs > websites
This month : 4,995 ars

R
E Providing malware-
ISPs embedded websites

2 " Decoy machine
information to ISPs (patrolling h )
The Nnumber of warnings

(pop up alert, etc.) sent by

ISPs > A
This month : 4 1 E Warning Internet users who are accessing malware-embedded websites
Total : 23,439

Internet user

Copyright © 2013-2016 Secretariat of Advanced Cyber Threats response InitiatiVE All Rights Reserved



(_E@TIVE ) Advanced Cyber Threats response InitiativE
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Action for removal of malware

The number of
requests for user
identification from ISPs

This month : 22,974 888 < —
Total : 122,460 ot
[ 1sPs

Detecting infection
activities

Infection log

National Institute of Information and Computer infected

Identifying users Communications Technology, etc. by malware

through infaction log
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- - v
E Transmission of warning mail
s
Infected user
The number Of e e S n Removal of malware - - - - ---------- - - - - - i ———————————
unique users

Antivirus softwara

warned by ISPs
This month : 68

Total : 2,076

Accassing of instruction site

Acquiring information needed malware removal
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IAchievements from our preventive activities against malware attacks 2016/08

Damage prevention of malware infection
onbesied
Total number of blocked websites
accesses to a C&C server brovidng matesr aniadiod e
(a total from all the ISPs) information to ISPs
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This month 224,21 1 Blacking accasses to
Tow: 881,311 jo—

—
Warning Intemmet usars whe are
accessing CAC sarvers

CE&C sarvars

11

O

vandors

<9 Total number of alerts tornst vear
issued R e e e LS E -n Removal of malware - = = = = = = = = = = = = = = == = == = = mfe = ‘f‘ S Eenes
1 1
This month : O i Antivirus softwars ‘ !
: F - :
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