.\ECWJ Advanced Cyber Ihreats response InitiativE

IReport on action for the prevention of malware infection June 2014

@The number of malware
embedded websites (URLSs)

4 Encouraging the eliminati f mal f bsit malt:M?:lrj_d
2 ation of malware from websites
given to ISPs . b
. . P
This month: 1 3 ; 013

4
<

2 Providing malware
ISP embedded websites —
information to I15Ps Decoy machine
‘ (patrolling honeypot)

3Warning Internet users who are accessing malware-embedded websites

Internet user

% The number of uniaue URLs @ The number of warnings (pop up alert, etc)
warning sent by ISPs

This month : 9 5 8 This month : 2, 2 3 7
Total : 2,657 Total 12,599

Copyright © 2013-2014 Secretariat of Advanced Cyber Threats response InitiatiVE All Rights Reserved.



['_FQTIVE_} Advanced Cyber ihreats response InitiativE

IReport on action for removal of malware June 2014

% The number of unique samples The number of total samples
collected collected

This month : 2, 692 This month: [ 5,6 55
Total : 1 2,424 Total : 767,695

The number of @ @
requests for user 1|§| |=| .
. e . i g malware sample G i)
identification from ISPs

ing h
Thismonth © 458 ﬂ:.::; Bl o e

infection activities

Tot: 6,013 888 — 3%
Infection log

E The number of
unigue users

nmp ter infected

Decoy machine EV malware warned by ISPs
{honeypot) 4 6

Identlfymg users This month :
through infection log -
*The number Of | BTransmissiuanwarning mail Total : 8 8 8
vendors _
samples unidentified "= e e
by anti-virus vendors 3 femostotns +
2moval ol malware L
Thismonth : 39 7 % The number of
ivi warning statements
Total : 6 9 O 8 Antivirus software
’ handled by ISPs
Accessing of instruction site This month : 4 8 1
Acquiring information needed for malware removal Total : 3 ] 5 6 3

Instruction site

Copyright © 2013-2014 Secretariat of Advanced Cyber Threats response InitiatiVE All Rights Reserved.



